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Thank you for choosing the TC Business ID for Adobe.
The "How — To Manual" below describe how to use this TC TrustCenter product.

Scope of Delivery:
» TC Business ID for Adobe (certificate) on USB token
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1. TC Business ID for Adobe

After your USB token has been installed on your computer with our document “installation guidelines for TC Business ID for
Adobe (Token); you can now sign and certify your PDF files using Adobe Acrobat Professional.

Signing:
To sign a document means to apply a digital signature to it. A document that has been signed can usually also be

signed by other persons later on, provided that corresponding signature fields are present. Therefore, the use of the
digital signature is well suited for PDF documents such as letters or routing slip (with multiple signatures).

In a signed document, the signature is always visible.

Certifying:
Alternatively, a document may be certified once. Certifying permits additional signatures in corresponding signature

fields as well as content changes through the completion of fields in PDF forms, i.e. a certified PDF form that is
subsequently completed will retain its valid certification.

Selectable Option

No change permitted Change possible
Signature Field* Form Field*
Signing W W
Certifying W W W

* provided that corresponding signature fields or form fields have been defined.

Permitting signing with Adobe Reader
In order to authorize users that do not work with Adobe Acrobat Professional to sign a signed PDF, “Enable usage rights in

Adobe Reader” under the menu item “Extended” must be selected.
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1.1 Signing / Certifying

Start the Adobe Acrobat Professional application. (Note: The figures below are based on Version 8. The use of the TC Business ID
for Adobe is possible from Acrobat Professional Version 6).

/

Open your PDF document that you want to sign and click on the “Sign” button (Figure 1). You can choose among
three signature variants.

c_business_id_adobe_hsm_leistungsheschr_| _en.pdf - Adobe Acrobat Professional
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BUSINESS ID for Adobe (HSI

Service Description | Version 1.0

Gtting Started with Digital Signatures

s+ TC TrustCenter revokes the respective TC Business ID for
Adobe (H5M) certificate

1. General

TC Business ID for Adobe (HSM) is a document signing certificate
chained to the Adobe Root. It is designed to be used by PCF
signing servers (e.. Adobe LifeCycle ES). TC Business ID for

3.3 Certificate Requirements

Figure 1 - Different options to certify or sign a PDF

These include

1) Place a signature
2) Certify with visible signature or
3) Certify without visible signature

The two options 1and 2 create a signature that is visible in the PDF (see Figure 5 and 8). When using the third option, it is only
indicated by the “blue ribbon” (the blue ribbon appears between the toolbar and the document) in Acrobat Reader and Adobe
Acrobat Professional that this document has been certified.

The “blue ribbon” is basically displayed for all certified documents (see Figure 2).

fle Edt Yew Document Comments Forms Tools Advanced Window Help x

@Cres«e FOF ~ @Cumhlne Files ~ @ Export ﬁstem Mesting « a Secure ~ ,S\gn = Forms ~ CS‘ Review & Comment ~

’TRUSTCENTER

Identity Verification Services

BUSINESS ID for Adobe (HSM)

Service Description | Version 1.0

1. General

TC Business |D for Adobe (HSM) is 3 docurnent signing certificate
chained ta the Adobe Root It is designed to be used by PDF
signing servers (2q. Adobe LifeCycle ES). TC Business ID for
Adobe (HSM) allows enterprises to create certified or signed POF
documents which can validated using the free Adobe Reader
software (ws0 or newer) without manual interaction and
without installing any additional plugin software.

2. Standard Features

TC Business 1D for Adobe (HSM) includes the following deliver-
ables and services:

+ TC TrustCenter revokes the respective TC Business ID for
Adobe (HSM) certificate

3.3 Certificate Requirements
+ The certificate may be issued

+ Taa single person (comman name wil be set to the person's
name)

« Toa role (camman rame will be set to the role namea)

To an entire organization (common name will be set to the
organization's name)
TCTrustCenter will vet the respective entities according to the

Figure 2 — Example of a certified document without visible signature in document

Note

From Acrobat Version 9, the “blue ribbon” is displayed for all digitally signed documents, both certified and signed.
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It is detailed in paragraphs 1.2 — 1.4 how each option can be used.

1.2 Place a signature (Sign)

To sign a PDF, please select the menu item "Place Signature..” (see Figure 1) and draw a frame in the PDF document
& where the visible signature is to be shown. In the next step, select your Digital ID and an appearance! (see Figure 3).
Usually the ID of your USB token is displayed here.

Subsequently confirm the input by clicking on the “Sign” button.

&

m
pigtal (o Marketing, TC TrustCenter GmH v | @

!:!' Digitale 1D

Sign transaction, Sign document

Markating, TCTrebCantar GrbH <rfoginistoantardac
2011/02/27 15:56:32 +01'00"
TC TrustCanter CA for Adoba |

Appearance: | tc .

Marketing, TC TrustCenter GmbH
c=DE, st=Hamburg, FHamburg,
o=TC TrustCenter GmbH,
ou=Marketing, cn=Marketing, TC
TrustCenter GmbH,
email=info@irustcenter.de
2008.03.28 10:47:43 +01'00°

[Refresh 1Ds ] i Sign i [ Cancel

Figure 3 — Dialog for Sign and selection of appearance

In the next step, enter a filename and storage location where the signed PDF document has to be saved. Click on “Save”

You are requested to enter the PIN of your TC Business ID for Adobe token (see Figure 4). You should already have changed the
PIN as described in our document “installation guidelines for TC Business ID for Adobe (Token)”

"Please consult Adobe Help under the keyword “Create appearance for signature”to learn how you can create your personal signature appearance. .
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Enter FIN |

=
=

| Cancel I

Figure 4 — Enter PIN dialog for signing

When the PIN has been entered, your signature will immediately appear in the document.

"@ tc_business_id_adobe_hsm_leistungsbeschr_05112007_en_signed2. pdf - Adobe Acrobat Professional M
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1. General + TC TrustCenter revokes the respective TC Business 1D for

Adobe (HSM) certificate
TC Business ID for Adabe (HSM) is 3 docurnent signing certificate ( !

chained to the Adobe Root. It is designed to be used by PDF

signing servers (eg. Adobe LifeCycle ES). TC Business 1D for 3.3 Certificate Requirements
Adobe (HSM) allows enterprises to create certified or signed PDF
documents which can validated using the free Adobe Reader
software (w60 or newer) without manual interaction and To a3 single person (common name will be set to the person's
without installing any additional plugin software. name)

The certificate may be issuad

To a role (common narme will be sat to the role name)
2. Standard Features

To an entire organization (common name will be set to the

TC Business |D for Adobe (HSM) includes the following deliver- organization's name).
ables and services: TC TrustCenter will vet the respective entities according to the
CPS (see hittpy/Awwwitrustcenter.de/cps)
+ An X509 cerficate issued by the “TC TrustCenter CA for ¢ P P ~

Figure 5 — Example of a visible signature in the document

1.3 Certify with a Visible Signature

If you want to certify a document with a visible signature, please select the corresponding menu item (see Figure 1)
and draw a frame in the PDF document where the visible signature is to be shown.

When you have defined the area, you also need to select which kinds of changes you want to authorize after certification:

» No changes permitted
» Completion of forms and digital signatures?
» Comments, completion of forms and digital signatures?

? Digital signatures can be added only if signature fields are present in the PDF document.
If no signature fields have been defined, no other persons can sign this document additionally.
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Digital I | Marketing, ChosenZecurity, Inc, .

'\‘. Digitale ID
Adobe

Sign transaction, Sign document

Marksting, Ch ne.

2011503111 1 2:06:56 +07'00°
TC TrustCenter CA for Adobe |

Permitted Changes after Certifving .
Mochangesalowed

‘ Click, Review to see if docurnent content
may affect signing =

[RefreshIQs] I Sign I [ Cancel ]

Figure 6 — Example: No changes permitted

Finally, enter the filename and storage location and click on “Save”. You are requested to enter the PIN of your TC Business
ID for Adobe token:

WM

Enter PIM |

| LCancel I

Figure 7 — Enter PIN entry dialog for signing
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When the PIN has been entered, your signature will immediately appear in the document:

obe Acrabat Professional

Fle Edk View Document Comments Forms Tools Advanced Window Help *

: @Crea{e FOF ~ @ Combine Files @ Export = ﬁs‘an Meeting + ﬁ Secure ~ ,Sign - Forms = S Review & Comment ~

Signature Pr

inthe ST-field

34 Key Pair Requirements e. the name of the person or rele or the organization in the

» The customer has to provide hardware key generation and CN-field, depending on the certificate holder
storage on a device meeting or exceeding the FIPS 140-2 (see section 3.3).
level 2 standards.
+ The minimum key length is RSA 2048hit. * .
Marketing,
3.2 Certificate Revocation ChosenSecur‘ity,
+ The customer notifies TC TrustCenter as soon as the suspected Inc.
cormpromise is detected.
2008.03.28

+ On their letterhead the customer faxes a signed letter
reguesting TC TrustCenter to revoke the signed Company
CA Certificate.

11-2Q.08 1 N1'ON
Document certified by Marketing, ChosenSecurity, Inc.
<info@chosensecurity.corms=

"

da 10| 2007

TC TrustCenter GmbH
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Figure 8 — Example of visible certification in the document.

1.4 Certify without a Visible Signature

If you want to certify a document without a visible signature, please select the menu item “Certify without
Visible Signature” (see Figure 1).

Also in this case, you must select which changes in the document you want to authorize after certification:

» No changes permitted
» Completion of forms and digital signatures3
» Comments, completion of forms and digital signature?

Finally, enter the filename and storage location and click on “Save’ You are requested to enter the PIN of your TC Business ID
for Adobe token:

m

Enter FIM

Figure 9 — Enter PIN dialog for signing

The certification is now only displayed via the “blue ribbon”. No visible signature has been inserted in the PDF (see Figure 2).

3 Digital signatures can be added only if signature fields are present in the PDF document.

If no signature fields have been defined, no other persons can sign this document additionally.
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